
This presentation or communication may contain confidential and proprietary information and is intended solely for the authorized use and the client to 

whom it is addressed. It should not be copied, disseminated, or used in any other manner without the prior written consent of Forsythe.

June, 2016

Promote Your Analysts to Black World Global Operators by

Understanding SCADA Vulnerabilities and Insider Threats 

Aaron Janssen, Founder

Janssen Technology

DARKTRACE 
ENTERPRISE IMMUNITY

FICTION VS. REALITY



2

DARKTRACE - EXECUTIVE SUMMARY

DATA ICU REQUIRED

- OpenSSL Heartbleed -

Cyber Triage Protocols
Has Patient Zero been isolated? 

Correct treatment in progress?

PHYSICAL

HARDWARE

STATUS OK

VIRTUAL

SYSTEMS

COMPROMISED

*** WARNING ***

ENTERPRISE ECOMMERCE

CONDITION = CRITICAL

Enterprise Immunity Provides Diagnostic Resolution
Darktrace shows who, what, where, when, why and how you 

have been attacked. Can your organization prevent it again?

A CISO’s risk management perspective 

changes frequently, even overnight.  You 

can wake up and find that a zero day exploit 

has broken your company’s ecommerce or 

a trusted insider has stolen your critical IP.
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DARKTRACE – GLOBAL OPERATORS I

Fiction

• Most security companies 
claim they can assist your 
organization in keeping 
hackers out of your network.

• Reactive technologies such 
as signature and heuristic 
analysis are sufficient to 
combat today’s threats.

• Even large companies can 
not economically keep a 
highly trained incident 
response team ready to tackle  
problems in a matter of mins.

Reality

• Superior visualization speeds 

response times and facilitates 

easily customization of data.

• Machine learning systems are 

continuously reducing errors 

and improving their accuracy. 

• Darktrace has an elite national 

intelligence trained, cyber 

incident response ‘strike team’ 

that is a major force multiplier.

• Your security analysts can 

become dark world operators!
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DARKTRACE – GLOBAL OPERATORS II

Fiction Reality
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DARKTRACE – NORTH KOREA (THREAT) I

Fiction

• Despite being ruled by a cold 
war era dictatorial system, 
Kim Jong-un is a reformer. 

• US and EU lead international 
sanctions are working. $150 
million requested by UN Food 
Fund. Northern citizens are 
now up to 3” shorter that their 
South Korean counterparts.

• Due to geographic distance, 
and cultural lockdown North 
Korea can not threaten 1st

world industrialized countries.

Reality

• North Korea is a country of 25 

million people. Frequent 

starvation even occasional 

cannibalism have been 

reported.* 2.5 M died in 1990s

• Most citizens live with severe 

chronic malnutrition, without 

electricity or indoor plumbing.

• $1.3 Billion spent in 2012 on 

nuclear weapons and ICBMs.

• They hacked SONY Pictures. 

Estimates of 80 GB to 140 TB.

*Washington Post Feb,2 2013

https://www.washingtonpost.com/news/worldviews/wp/2013/02/05/the-cannibals-of-north-korea/
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DARKTRACE – NORTH KOREA (CYBER) II

Fiction Reality

North 

Korea

(Sony Website after being hacked)(Fiction becomes reality with Sony’s ‘The Interview’)
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DARKTRACE – IRAN, SCADA & STUXNET I

Fiction

• Supervisory Control and Data 
Acquisition (SCADA) Systems 
are secure. Many still run XP.

• SCADA is isolated national 
critical infrastructure such as 
air traffic control, nuclear 
power and distribution grids. 
(Darktrace has just released a 
SCADA security product) 

• The 500 KB Stuxnet worm 
was ultra-complex, incapable 
of being weaponized by rogue 
nations. (Natanz breakout, oops)

Reality

• CIA World Fact Book notes Iran 

is a country of over 80 million 

now with access to new capital.

• Iran is the center of the former 

Persian Empire with one of the 

most highly educated 

populations in the Middle East. 

750K STEM Grads @ year.

• In 2010 Iran’s nuclear program 

was the victim of Stuxnet and 

they are suspected of reverse 

engineering it for revenge 

against western assets. US/IL

https://www.scadahacker.com/videos/CyberWarThreat.mp4
http://www.darktrace.com/press/2015/01/darktrace-and-power-generation-company-drax-tackle-cyber-security-for-energy-sector/
http://www.langner.com/en/wp-content/uploads/2013/11/To-kill-a-centrifuge.pdf
https://www.cia.gov/library/publications/the-world-factbook/geos/ir.html
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DARKTRACE -IRAN, SCADA AND STUXNET II

Fiction Reality

(US Self-inflicted accident ’03)(The Iranians are actually very familiar with SCADA)
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DARKTRACE – INITIAL PHISHING EXPLOIT
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DARKTRACE – INSTALLATION OF MALWARE
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DARKTRACE – LATERAL PROPAGATION
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DARKTRACE – COMMAND AND CONTROL
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DARKTRACE – DATA EXFILTRATION
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DARKTRACE – ATTRIBUTION/RESPONSE
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DARKTRACE – INSIDER THREAT DEBRIEF
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